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Confidentiality and disclosure policy

1 Policy statement

1.1 It is the policy of Three Graces Legal (‘the firm’) to conduct its business in compliance with the highest professional standards. We are committed to acting professionally, fairly and with integrity in all our business dealings and relationships. This document describes our approach to maintaining confidentiality of client information.

1.2 The purpose of this policy is to:

1.2.1 set out our responsibilities and the responsibilities of those working for us, in maintaining confidentiality of client information

1.2.2 provide information and guidance on how to recognise and deal with maintaining confidentiality of client information

1.3 In this policy 'third party' means any individual or organisation with which you come into contact during the course of your work with the firm. This includes potential, current and previous clients, suppliers, distributors, business contacts, agents, advisors, and government and public bodies including their advisors, representatives and officials, politicians, and political parties.

2 Responsibilities

2.1 The COLP/Data Protection Contact is responsible for this policy and for supervising the firm’s confidentiality arrangements.
3 Who is covered by this policy?

3.1 This policy applies to all individuals working at all levels including partners, consultants, solicitors, other employees (whether permanent, fixed-term or temporary), contractors, trainees, seconded staff, home-workers, casual staff, agency staff, interns and students, agents, sponsors, volunteers or any other person associated with the firm wherever located (collectively referred to as 'staff' in this policy).

4 The duty of confidentiality

4.1 You must keep the affairs of clients confidential unless:

4.1.1 disclosure is required or permitted by law, or

4.1.2 the client consents

4.2 For the purpose of this policy, a ‘client’ can include significant shareholders of corporate clients. 

4.3 Disclosure may be required or permitted by law for a number of reasons, e.g.:

4.3.1 some statutes empower government and other bodies (e.g. HMRC) to require any person to disclose documents and/or information—in the absence of the client's specific consent, we should ask under which statutory power the information is sought, consider the relevant provisions and consider whether privileged information is protected from disclosure

4.3.2 there are reporting requirements in relation to anti-money laundering which override the duty of confidentiality—these are described in our Anti-money laundering and counter-terrorist financing policy

4.3.3 we may receive a request from the police under the Police and Criminal Evidence Act 1984 to disclose confidential information or documentation—in the absence of the client's specific consent or strong evidence that we have been used by the client to perpetrate a crime, we should insist on receiving a witness summons so that, where appropriate, privilege may be claimed (see below) and the court asked to decide the issue

4.4 It is important to distinguish our duty of confidentiality from the concept of law known as legal professional privilege (LPP).

4.5 LPP is a right belonging to the client that protects them against disclosure of information and documents. It is an absolute right that cannot be overridden. LPP does not cover every communication between client and lawyer even where those communications are confidential. LPP only protects communications falling under one of two categories:

4.5.1 advice privilege

4.5.2 litigation privilege

4.6 If you require further guidance or training on LPP, you should contact the COLP.
4.7 If any of the situations described in paragraph 4.3 above arise on any of your matters, you should seek guidance from the conflicts and confidentiality partner OR compliance officer for legal practice (COLP). You should not unilaterally decide how to act.

5 The duty of disclosure

5.1 Any individual who is advising a client must make that client aware of all information material to that retainer of which the individual has personal knowledge unless:

5.1.1 the client gives specific informed consent to non-disclosure

5.1.2 a different standard of disclosure arises

5.1.3 there is evidence that serious physical or mental injury will be caused to a person if the information is disclosed to the client—this could include serious injury to a third party

5.1.4 legal restrictions prohibit you from passing the information to the client, e.g. anti-money laundering and counter-terrorist financing legislation; for more guidance see our Anti-money laundering and counter-terrorist financing policy.

5.1.5 it is obvious that privileged documents have been mistakenly disclosed to us

5.1.6 the information relates to state security or intelligence matters to which the Official Secrets Act 1989 applies

5.2 If any of the situations described in paragraph 5.1 above arise on any of your matters, you should seek guidance from the conflicts and confidentiality partner OR compliance officer for legal practice (COLP). You should not unilaterally decide how to act.

6 Confidentiality and conflict

6.1 Your duty of confidentiality to one client could clash with your duty of disclosure to another client. Where this happens, your duty of confidentiality takes precedence, but this does not automatically mean you cannot act. The outcome will depend on a number of factors, e.g.:

6.1.1 whether there is a conflict of interest between the clients—see paragraph 6.2 below

6.1.2 if not, whether the respective clients have adverse interests meaning we need informed consent, and

6.1.3 in either case, whether we can safeguard the confidential information as between the clients

6.2 A client conflict arises where you owe separate duties to act in the best interests of two or more current clients in relation to the same or related matters and:

6.2.1 those duties conflict, or

6.2.2 there is a significant risk that those duties may conflict

6.3 These situations are covered by our Conflicts policy.

6.4 Client conflicts arise in relation to the same or related matters. There are other situations where the relationship between conflict and confidentiality is less clear, namely where we hold material confidential information for:

6.4.1 a former or existing client who has an adverse interest to our client on an unrelated matter

6.4.2 a former client who has an adverse interest to our client

6.4.3 a former or existing client where there is no adverse interest between the clients

6.5 The first two scenarios are not, strictly speaking, client conflicts, but it is likely that we will receive confidential information about one client (C1) that is relevant to the other client (C2) and possibly vice versa. Where this happens, our duty of confidentiality takes priority and we cannot act unless:

6.5.1 the confidential information we hold for C1 can be protected by the use of safeguards

6.5.2 we reasonably believe that C2 is aware of and understands the relevant issues and gives informed consent

6.5.3 C1 also gives informed consent and we agree safeguards with C1 to protect C1's confidential information or, where this is not possible (e.g. because we cannot contact C1), we implement effective safeguards, including information barriers that comply with the common law

6.6 In the third scenario (para 6.4.3), we can act for C2 if we can safeguard C1's confidential information. There is no requirement to obtain C1's consent.

7 How to identify and deal with a confidentiality situation

7.1 It is likely that most confidentiality issues will be identified as a result of conducting a conflict check in accordance with our Conflicts policy. Where a potential confidentially issue is identified, you should follow the procedure set out below.

7.2 You should complete the Conflicts/confidentiality form and pass this to the COLP.
7.3 The Data Protection Contact will review the matter in consultation with the COLP and decide if we can act. The Data Protection Contact will consider all relevant factors, including whether:

7.3.1 we hold material confidential information as between the clients

7.3.2 there is any adverse interest as between the clients, meaning we need informed consent

7.3.3 there are reputational or other commercial reasons why the firm should refuse instructions

7.3.4 we are able to safeguard the clients' confidential information

7.4 There are a number of different decisions available to the Data Protection Contact, with a corresponding range of outcomes and action points. For the sake of completeness, we have set out a range of potential conflict and confidentiality outcomes as the two are frequently interlinked.
	Decision 
	Outcome
	Action by COLP

	There is no conflict and no suggestion that we hold material confidential information about another client
	We can act
	COLP to provide a copy of the completed Conflicts/confidentiality form to the relevant fee earner and the COLP

	There is:

—an own interest conflict, or

—a client conflict and neither of the two exceptions applies

AND/OR

—we cannot safeguard material confidential information
	We cannot accept instructions
	COLP to provide a copy of the completed Conflicts/confidentiality form to the relevant fee earner and the COLP

	There is a client conflict but the clients (i) are competing for the same objective or (ii) have a substantially common interest (meeting SRA definitions)

AND/OR

We hold material confidential information about another client who has an adverse interest
	We can accept instructions if we can safeguard material confidential information but we need informed client consent
	COLP to:

provide a copy of the completed Conflicts/confidentiality form to the relevant fee earner and the COLP

liaise with the COLP about how to safeguard material confidential information

advise the fee earner how to obtain informed consent from the clients

notify the COLP that we have obtained informed consent from all relevant clients or that it has not been possible to obtain consent

	We hold material confidential information about another client but there is no suggestion of any conflict or adverse interest
	We can accept instructions if we can safeguard material confidential information
	COLP to:

provide a copy of the completed Conflicts/confidentiality form to the relevant fee earner and the COLP

liaise with the COLP about how to safeguard material confidential information


7.5 In all cases, the decision to act or not to act must be taken in the clients’ best interests.

8 Obtaining client consent

8.1 If we are involved in a confidentiality situation requiring consent (i.e. there is an adverse interest between the relevant clients), the client whose instructions we are accepting must give informed consent and either:

8.1.1 the client for whom we hold the confidential information must give informed consent and agree safeguards to protect their confidential information, or

8.1.2 where this is not possible, we must implement effective safeguards, including information barriers that comply with the common law

8.2 The following general principles apply when we need informed consent:

8.2.1 although we do not have to get written consent, we should always attempt to do so to protect our clients’ position and our own position

8.2.2 wherever possible we should try to ensure that clients are advised of the potential risks arising from the firm acting before seeking their consent

8.2.3 every situation will be different but generally only sophisticated clients (e.g. a corporate body with in-house legal advisers) will have the expertise and ability to weigh up the issues and the risks of giving consent on the basis of the information they have been given

8.2.4 in the case of sophisticated clients only, it may be possible to seek consent to act in certain situations at the start of and as a condition of our retainer and to do so through standard terms of engagement

8.2.5 if there is a risk of prejudicing the position of either client, consent should not be sought and we should not act

8.3 One of the difficulties with seeking consent of the client is that it is often not possible to disclose sufficient information about the other client without risk of breaching confidentiality, but:

8.3.1 it may be possible to give sufficient information to obtain informed consent even if the identity of the other client and the nature of their particular interest are not disclosed

8.3.2 we will have to decide whether we are able to provide sufficient information for the client to be able to give informed consent

8.4 In view of the importance of obtaining informed consent, the COLP will advise and supervise the fee earner on the process to be used in each case.

8.5 If we get the necessary informed consent and we can safeguard the clients' confidential information, in principle the firm can act and:

8.5.1 the COLP should notify the COLP that the clients have all consented

8.5.2 you and the COLP should create an action plan, which should include monitoring the file at fixed intervals

9 Safeguarding confidential information

9.1 We do not have a one-size-fits-all set of safeguards for protecting confidential information. On a case by case basis, we may need to consider one or more of the following:

9.1.1 ring-fencing the fee earners or teams that deal with each client and ensuring that each fee earner/team has no involvement with the other client

9.1.2 ensuring there is no overlap in the management or supervision of the fee earners or teams that deal with each client

9.1.3 ensuring each fee earner/team understands that they may receive confidential information and that they must not discuss or share that information with anyone else in the firm who is outside the team

9.1.4 restricting access to information for each client to the relevant fee earner/team dealing with that client

9.1.5 physically separating the fee earners/teams dealing with each client

9.1.6 password-protecting the information on our case management 

9.1.7 appointing a manager or partner to oversee confidentiality for each client

9.1.8 ensuring our system for opening, distributing and/or scanning incoming correspondence (by post, email or otherwise) does not allow for inadvertent sharing of confidential information

9.1.9 getting a signed statement from each fee earner/team member confirming that they:

(a) understand their duty of confidentiality

(b) will comply with the measures we have taken

(c) understand that breaching confidentiality or our specific measures can expose them to disciplinary action

10 Keeping records

10.1 Whenever a matter has been referred to the COLP for a decision on whether we can act, the completed Conflicts/confidentiality form should be sent to the COLP. This should be done regardless of whether the decision whether to act is positive or negative, as it allows the COLP to maintain a register of decisions.

11 What to do if a confidentiality issue arises after you have accepted instructions

11.1 Confidentiality issues can arise in the course of acting for a client for many reasons, including:

11.1.1 the nature of the client’s matter could change, meaning that information we hold about other clients becomes material

11.1.2 companies could merge or be taken over

11.1.3 individuals could become incapacitated, die or assign their interest in a matter to a third party

11.1.4 a new member of staff could join the firm who has obtained material information about a client from previous employment

11.2 Where there is a material change in circumstance in the case, a further conflict check should be carried out, as this may reveal a new confidentiality issue. You must report any potential confidentiality issue arising during a retainer to your COLP immediately using the Conflicts/confidentiality form.

11.3 Where we have to cease acting as a result of a confidentiality concern, we must ensure that the issue is handled sensitively with due regard for the conduct of the client’s matter. Clients need to be informed of our decision promptly and notified of any imminent or pressing deadlines. It may be appropriate to suggest other firms that may be willing to take on the client’s matter but fee earners should ensure they take into account our policy relating to introductions to third parties.

12 Training

12.1 We will provide periodic training on the identification and management of confidentiality issues. Where you wish to attend additional training, you are encouraged to discuss the matter with the COLP. Where the COLP identify any gaps in training, fee earner knowledge or understanding they are encouraged to raise the issue with the COLP as soon as reasonably practicable.

13 Monitoring compliance with this policy

13.1 The COLP is responsible for this policy.

13.2 All staff must be aware of and adhere to it. All staff will receive training on the requirements of the policy.

13.3 You may be liable to disciplinary action if you fail to comply with the provisions of this policy.

14 Review of our Confidentiality and disclosure policy

14.1 We will review our Confidentiality and disclosure policy regularly, at least annually. We will provide information and/or training on any changes we make.

Appendix 
Conflicts/confidentiality form

Please see separate template: Conflicts/confidentiality form.

