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1 Introduction
1.1 Passwords are a critical aspect of our information and cyber security measures. They are our first line of defence.
1.2 This policy:
1.2.1 establishes guidelines on selecting strong passwords
1.2.2 provides for the protection of passwords, and
1.2.3 sets out how often passwords must be changed
1.3 This policy applies to all staff.
2 Using strong passwords
2.1 Your passwords must:
2.1.1 contain both upper and lower case letters
2.1.2 be at least 10 characters long
2.1.3 not be based on personal information (eg family names etc)
2.2 To make your password even stronger, you may wish to:
2.2.1 use digits and punctuation characters as well as letters
2.2.2 use letters which do not make up a word, ie it would not be found in a dictionary
2.2.3 avoid:
(a) using our firm’s name or any derivation
(b) word or number patterns (eg qwerty, 12345, abc123, etc)
(c) any of the above backwards
2.2.4 if you wish to check the strength of your password, visit www.howsecureismypassword.net 
3 Password protection
3.1 Do not:
3.1.1 write your passwords down anywhere
3.1.2 share your password with anyone
3.1.3 insert your passwords into email messages or any other form of electronic communication
3.1.4 use the same password for work and personal accounts
3.1.5 use the ‘remember me’ or ‘remember password’ facility on websites or applications
4 Changing passwords
4.1 All user passwords must be changed at least every 56 days.
4.2 Users who have system administration rights must change their passwords at least every month.
5 Two-factor authentication (2FA)
We also employ another means of improving account security called two-factor authentication (2FA). This requires you to provide more information to access your account OR various IT servers. It requires you to input your password and username, plus there’s a specific third step that only you will know or have access to. This step involves using a physical token OR inputting a digital code which is sent directly to your phone as an SMS.
6 Monitoring compliance with this policy
6.1 The Data Protection Officer is responsible for this policy.
6.2 All staff must be aware of and adhere to the policy. All staff will receive information on its requirements.
6.3 You may be liable to disciplinary action if you fail to comply with the provisions of this policy.
7 Review of our password policy
7.1 We will review our password policy regularly, at least annually. We will provide information and/or training on any changes we make.

